API / Permissions name Type Description Admin

Microsoft Graph (31)

AppCatalog.Read.All Application Read all app catalogs Yes
AppRoleAssignment.ReadWrite.All Application Manage app permission grants and app role assignments Yes
Calendars.ReadWrite Delegated Have full access to user calendars No
Calendars.ReadWrite Application Read and write calendars in all mailboxes Yes
Channel.ReadBasic.All Application Read the names and descriptions of all channels Yes
Directory.Read.All Application Read directory data Yes
Directory.ReadWrite.All Application Read and write directory data Yes
Domain.Read.All Delegated Read domains. Yes
EduRoster.ReadWrite.All Application Read and write the organization's roster Yes
email Delegated  View users' email address No
Files.ReadWrite.All Delegated Have full access to all files user can access No
Files.ReadWrite.All Application Read and write files in all site collections Yes
Financials.ReadWrite.All Delegated Read and write financials data No
Group.ReadWrite.All Delegated Read and write all groups Yes
Group.ReadWrite.All Application Read and write all groups Yes
MailboxSettings.Read Application Read all user mailbox settings Yes
Member.Read.Hidden Application Read all hidden memberships Yes
Notes.ReadWrite.All Delegated Read and write all OneNote notebooks that user can acc... No
Notes.ReadWrite.All Application Read and write all OneNote notebooks Yes
offline_access Delegated Maintain access to data you have given it access to No
openid Delegated Sign usersin No
profile Delegated View users' basic profile No
Sites.Read.All Application Read items in all site collections Yes
Team.Create Application Create teams Yes
TeamMember.ReadWrite.All Application Add and remove members from all teams Yes
TeamsApplnstallation.ReadWriteForT. Application Manage Teams apps for all teams Yes
TeamSettings.Read.All Application Read all teams' settings Yes
TeamSettings.ReadWrite.All Application Read and change all teams' settings Yes
TeamsTab.Create Application Create tabs in Microsoft Teams. Yes
User.Read Delegated  Signin and read user profile No

User.Read.All Application Read all users' full profiles Yes




