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Optional claims

Optional claims are used to configure additional information which is returned in one or more tokens. Learn more ('

+ Add optional claim -+ Add groups claim

Claim T Description Token type Ty Optional settings
acct User's account status in tenant ID -
acct User's account status in tenant Access -
acrs Auth Context IDs of the operations th... Access -
aud Used to perform audience validation;... Access Yes
auth_time Time when the user last authenticate... 1D -
ctry User's country/region ID -
email The addressable email for this user, if... 1D -
email The addressable email for this user, if... Access -
family_name Provides the last name, surname, or f... ID -
family_name Provides the last name, surname, or f... Access -
fwd IP address ID -
given_name Provides the first or "given" name of ... ID -
given_name Provides the first or "given" name of ... Access -
in_corp Signals if the client is logging in from... ID -
ipaddr The IP address the client logged in fr... ID -
login_hint Login hint ID -
onprem_sid On-premises security identifier ID -
preferred_username Provides the preferred username clai... 1D -
preferred_username Provides the preferred username clai... Access -
pwd_exp The datetime at which the password ... ID -
pwd_url A URL that the user can visit to chang... ID -
sid Session ID, used for per-session user ... 1D -
sid Session ID, used for per-session user ... Access -
tenant_ctry Resource tenant's country/region ID -
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tenant_region_scope
upn

upn
verified_primary_email

verified_primary_email

verified_secondary_em...

vnhet
xms_pd|
xms_pl
xms_tpl

ztdid

Region of the resource tenant

An identifier for the user that can be ...
An identifier for the user that can be ...
Sourced from the user's PrimaryAuth...
Sourced from the user's PrimaryAuth...

Sourced from the user's SecondaryAu...

VNET specifier information
Preferred data location
User-preferred language
Tenant-preferred language

Zero-touch Deployment ID

Default

Default



